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1. 登录系统 Login System

(1) ECM是专业的文档和知识管理平台，实现非结构化数据的获取、存储、管理和共享。

请通过网址：ht tps : / / ecm.bnbu.edu .cn 访问ECM，或登录内网门户

ht tps : / /por ta l . bnbu .edu .cn ,在应用区访问ECM。

ECM is a profess iona l documen t and knowledge management pla t form . It enables
the acquis i t ion , s torage , management , and shar ing of uns t ruc tured data . Please vis i t :
ht tps : / / ecm.bnbu.edu .cn to access ECM, or log in via the BNBU por ta l
ht tps : / /por ta l . bnbu .edu .cn , acce s s ECM in the app l ica t ion area .

(2) 常规的文档上传、下载等操作请参考文档：ECM_User_Guide（User），

部门管理员，针对文件夹的授权和共享管理，请参考本文档。
For regula r opera t ions such as uploading and downloading documents , please refe r
to the : ECM_User_Guide (User) . Depar tment admin is t ra tor s should re fe r to th i s
guide for the fo lder author iza t ion and shar ing managemen t .

2. 文件夹授权管理 Authorization Management

(1) 概述：文档的权限体系是保密工作的重要体现之一。通过管控用户访问文档的不同颗粒

度的权限，可以实现多种文档协作场景的权限需求。
Overv iew: The permiss ion sys tem of a document is a key aspec t of main ta in ing
conf ident ia l i ty . By cont ro l l inguse r access at di f fe ren t leve l s of granula r i ty , var ious
document col labora t ion scenar ios can be met .

(2) ECM中可以设置文件夹和文件的权限，每个部门管理员可使用Exce l等工具自行保存授权

的记录；

场景举例：

A部门的管理员，可以查看和管理ECM系统内 - [A]部门文件夹内所有子文件夹和文档，

针对某个子文件夹 [A-01]，授权另外一个职员B 有权参与管理

In ECM, permiss ions can be se t for both fo lder s and fi l e s . Each depar tment
admin is t ra tor may use Excel or othe r tools to keep the i r reco rds of author iza t ion .

Example Scenar io :

https://ecm.bnbu.edu.cn
https://portal.uic.edu.cn
https://ecm.bnbu.edu.cn
https://portal.uic.edu.cn
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The admin is t ra tor of Depar tment A can view and manage al l subfo lde rs
and documents wi th in the [A] depar tment fo lde r in the ECM sys tem
For subfo lde r [A-01] , the admin is t ra tor can author i ze othe r s taf f B to par t i c ipa te in
i t s management
E

操作如下：

鼠标右键点击文件夹【A-01】 - 在【更多】菜单 - 选择【权限】
Right Cl ick on the fo lde r [A-01] and in the [More] menu - se lec t [Pe rmiss ions]

点击添加
Click Add:
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选择按用户查找（也可以按部门进行授权）

输入需要授权的职员电邮账号，点击确定或放大镜图标，进行查找，勾选需要的用户后，点击确定按钮：

Select to search by user (Authorization can also be granted by department)
Enter the email account of the staff who requires authorization, click Enter or the magnifying glass icon to search,
select the required user, and then click the OK button.

添加用户后，默认她的账号仍然是没有权限(不能查看到文件夹），请按需要授权：（可以设置授权的

生效日期和结束日期）
After adding a user, their account has no permissions by default, (The folder cannot be viewed).
Please authorize as needed: (You can set the effective start date and end date of the authorization)
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ID Permission Summary

1 预览
Preview

仅支持在线查看（显示和预览）文件夹内文档
Only online viewing (display and preview) of documents within the folder is
supported.

2 下载
Download

包含【预览】权限和下载、打印
includes the "Preview" permission and the functions of downloading and
printing

3 编辑
Edit

包含【预览】【下载】权限和新建文件夹、新建文档、修改编辑、更新版

本、外发、共享
includes the permissions of [Preview] and [Download], as well as the functions
of creating new folders and documents, modifying and editing, updating
versions, and sharing

4 删除
Delete

包含【预览】【下载】【编辑】权限和 删除文件夹和文件以及历史版本
includes the permissions of [Preview], [Download], and [Edit], as well as the
deletion of folders, files as well as historical versions

5 管理员
Administrator

包含以上所有权限
includes all the above permissions

设置授权后，点击当前文件夹【A-01】,复制网页浏览器的网址，自行通过电邮或企业微信等方式，通

知职员B，她已被授权可以参与此ECM文件夹的管理，实现类似ECM-V4版的内链共享。

（注意：ECM系统内置的发邮件功能未启用）

After setting the authorization, click on the current folder [A-01], copy the URL of the web browser, and notify
staff B via email or WeCom, etc., that they have been authorized to participate in the management of this ECM
folder, achieving internal link sharing similar to the ECM-V4 version.（The built-in email sending function of
the ECM system is not enabled.）
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3. 文件夹共享管理 Shared Management

(1) 概述：一个文件夹可以在不授权的状态下，通过共享设置，临时授权给其他职员、学

生有权访问
A folde r can be tempora r i ly sha red wi th othe r s taf f or studen ts , gran t ing them access
wi thout formal author iza t ion , by us ing the shar ing se t t ings .
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(2) 操作：鼠标右键点击文件夹，点击共享 -共享
Right -c l i ck the fo lde r and cl ick Share .

类似授权一样，设置共享的对象、有效期，权限，然后点击确定，之后自行通过邮件或其他方式，

通知被共享的人员。（系统内置的发邮件功能未启用）
Similar to granting authorization, set the objects to be shared, the validity period, and the permissions, then
click the Share button. Afterwards, notify the shared personnel yourself via email or other means.（The built
-in email sending function of the system is not enabled.）
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4. 文件夹外发管理 External Share

(1) 概述：可实现类似百度网盘，给没有被授权的内部或校外用户共享文档（注意不要通知

大量外部人员同时访问同一文档，系统不是云服务平台，系统资源有限）
Overv iew:Simi lar to serv ices l ike Ba idu Netd i sk , sha r ing documents wi th
unauthor ized in terna l or ex te rnal use r s .
(P lease note tha t do not al low a large number of exte rnal use rs to access the same
document s imul taneous ly . The sys tem is not a cloud se rv ice pla t form and has
l imi ted resources)

(2) 操作：鼠标右键点击文件夹，点击共享 - 外部共享
Right -c l i ck the fo lde r and se lec t Share- Exte rnal Share .

设置共享有效期，权限，然后点击【生成共享链接】，
Set the sharing validity period and permissions, then click on [Generate Link],
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拷贝共享链接和密码信息后自行通过邮件或其他方式，通知被共享的人员：

（系统内置的发邮件功能未启用）
After copying the shared link and password, notify the shared personnel by email or other means:
（The built-in email sending function of the system is not enabled.）
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设置外发共享后，可以到外发管理页面，查看已设置的外发，如有修改外发选项,更新后请自行通知被

共享的对象：

After setting up the external sharing, you can go to the external management page to view and modify its setting.
After updating the settings, please notify the recipients yourself：
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5. 不同共享方式对比 Different Sharing Methods

Sharing
Methods

Description

授权

（内链）共享

Authorization
(internal link) for
sharing

 给已被授权-有权限（访问相关文件夹、文档）的用户提供快速查看文档的内链网址
Provides an internal URL for users who have been authorized and have the permission (to access
relevant folders and documents) to quickly view documents

 收到共享通知的用户打开网址，用ECM系统账号登录系统即可看到相应文档
Users who have received the sharing notification can open the website and log in to the system with
their ECM system account to view the corresponding document.

 文件夹管理员通过电邮，网页设置内链网址分享
Internal link URLs can be shared via email or web Settings

共享

Sharing

 给没有文档或文件夹（访问）权限的的用户（在系统内有账号）分享
It is shared with users who have accounts within the system and do not have access to documents or
folders.

 被共享人可在系统页面的【共享给我】里查看
The recipient can view it in the "Share to Me" section on the system page.

外发共享

External Sharing

 校内、校外的人都可以被共享
Both on-campus and off-campus users can be shared.

 如果以后ECM系统不对校外网络开放，则不能共享给校外人员
If the ECM system is not open to the off-campus network in the future, it cannot be shared with off-
campus personnel.

备注：

 请以【文件夹】为单位进行共享，以便文件夹内的文档新增、更新后，被共享人可以正常查看，

 共享给大批用户前请提前找2个以上用户测试共享效果符合需求，避免信息泄露和设置有误，

 系统已支持批量拖拽上传文档和文件夹，一般不需要安装 ECM 客户端软件 vDrive。

 为避免用户在系统进行共享操作触发大量群发邮件，系统内置的发邮件功能未启用

Remark:

 It is recommended to share by folder, so that when new or updated documents are added

within the folder, the recipient can view them normally.

 Before sharing with a large number of users, please test the sharing effect with at

least two users in advance to ensure it meets your needs, to avoid information leakage

and incorrect settings.

 The system now supports batch drag-and-drop uploads of documents and folders, and

generally does not require the installation of the ECM client software vDrive.
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 To prevent the system from sending out a large number of mass emails when

users perform sharing operations, the built-in email sending function has not been

enabled.

6. 文件版本管理 File Version Management

(1) 概述：在ECM中，编辑或更新文件后，系统会提示是否升级主版本，保留旧版本。
In ECM, af ter ed i t ing or upda t ing a fi l e , the sys tem can prompt to upgrade the major
ver s ion , and keep the old vers ion .

(2) 如果一个文档有历史版本，可以在系统右边菜单点击查看历史版本信息
If a document has his tor ica l ve r s ions , you can cl ick on the menu on the righ t s ide of
the sys tem to view the his tor ica l ver s ion info rmat ion .

例如：可以看到文档版本数量，下载历史版本的文档，回滚文档到历史版本

For example , you can see the number of documen t ver s ions , download his tor ica l
ver s ions of documents , and ro l l back documen ts to his tor ica l ver s ions

The End.

Prepared by ITSC
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